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Record Retention and Data Management 
Policy Guide 
Overview 
Stannp maintains a comprehensive Record Retention Policy in compliance with applicable federal and 

state privacy laws including HIPAA, CCPA, and state-specific data protection regulations. We retain 

records and information only for legitimate business reasons and in full compliance with US privacy 

laws, regulatory guidance, and industry best practices. 

Policy Objectives 
Our data retention approach is designed to establish clear limits for retaining personal information, 

comply with privacy rights under applicable state laws, meet HIPAA requirements for Protected Health 

Information (PHI) retention, ensure safe and secure disposal of confidential information, and mitigate 

risks related to confidential data breaches. 

Customer Data Management 
Customers retain full control over their data with the ability to manage and delete it at any time through 

our platform, subject to applicable legal retention requirements. This control ensures that customers 

can exercise their data management rights while we maintain compliance with regulatory obligations. 

When customers delete data, it is removed in accordance with our secure disposal procedures unless 

retention is legally required. 

Retention Principles 
We retain personal information for no longer than necessary to achieve the purposes for which it was 

collected, unless a longer retention period is required by law. Retention periods are established 

considering business requirements, the type of personal information, the purpose of processing, legal 

basis for processing, applicable regulatory requirements, and categories of data subjects. Healthcare 

records containing PHI are retained for a minimum of six years from creation or last use as required by 

HIPAA. Financial records are retained for seven years in accordance with IRS requirements. Marketing 

data subject to CCPA is retained in accordance with the reasonable business purposes standard, typically 

12-24 months unless ongoing consent is maintained. 

Data Storage and Security 
Documents are always retained in secure locations with access limited to authorized personnel only. All 

data is stored on HIPAA-compliant cloud-based infrastructure hosted on Microsoft Azure with 

comprehensive security controls. We implement 256-bit AES encryption for data at rest and TLS 1.2/1.3 
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encryption for data in transit, achieving A+ SSL ratings from Qualys SSL Labs. All encryption keys are 

managed through Azure Key Vault with strict access controls and regular key rotation policies. 

Information Asset Owners 
All systems and records have designated Information Asset Owners (IAOs) throughout their lifecycle to 

ensure accountability. Data and records are never reviewed, removed, accessed, or destroyed without 

prior authorization and knowledge of the Information Asset Owner. 

Secure Disposal Procedures 
When retention periods expire, we ensure secure destruction of all confidential information in 

accordance with applicable regulations including HIPAA disposal requirements for PHI. Paper records are 

disposed of through our professional shredding service provider, with regular collections and certificates 

of disposal. All disposal activities are documented and recorded with appropriate audit trails. 

Compliance and Legal Holds 
In the event of litigation, investigation, or regulatory inquiry, records may be subject to legal holds that 

override standard retention periods. We maintain procedures to identify, preserve, and produce records 

subject to legal holds. Our legal team and compliance officers coordinate with relevant stakeholders to 

ensure proper preservation of potentially relevant data. 

 


